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Left of Boom                         Right of Boom 

[Cue Star Wars opening crawl]  
 
In the pulsating digital landscape, every click and keystroke echoes through  
cyberspace. The battle for data security rages on.  
 
Businesses stand as both guardians and targets as unseen adversaries covet their  
digital assets. Businesses must arm themselves with a sophisticated arsenal of  
cybersecurity strategies to defend against these adversaries.  
 
On one side, the vigilant guards of protection (Left of Boom). On the other, the  
resilient bulwarks of recovery (Right of Boom).  
 
Together, these strategies form the linchpin of a comprehensive defense. They help 
ensure that businesses can repel attacks.  
 
And if breached, rise stronger from the ashes.  
 
 
 
                                                                                                                                                                                                                                                          
 
In the realm of cybersecurity, “Left of Boom” and “Right of Boom” are strategic 
terms. They delineate the proactive and reactive approaches to dealing with  
cyberthreats.  
 
“Left of Boom” refers to preemptive measures and preventative strategies. These are 
implemented to safeguard against potential security breaches. It encompasses actions 
aimed at preventing cyber incidents before they occur.  
 
“Right of Boom” refers to post-breach recovery strategies. Companies use these after 
a security incident has taken place. This phase involves activities like incident  
response planning and data recovery.  
 
Together, these terms form a comprehensive cybersecurity strategy. They cover  
aspects of both prevention and recovery.                                                                                                                          
                                                                                                                                                                                                                                                                         continued on page 2 → 

How To Organize Your Cybersecurity Strategy 

Proven, Field Tested  
Network Security Strategies  
To Help Our Clients Make  

Confident, Real-Time  
Cybersecurity Decisions. 
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This monthly 
publication provided 
courtesy of 
Richard Frielink, 
Founder & President 
of Data-Link.  

Our Mission 
 

To provide IT solutions and services that 
allow our clients to succeed in an ever 

changing and challenging  business  
environment. 

←  continued from page 1 
 
Left of Boom: Prevention Strategies 
 
User Education and Awareness—One of the foundational elements of Left of 
Boom is employee cybersecurity education. Regular training sessions can  
empower staff to protect your business and their individual livelihoods. 
 
Robust Access Control and Authentication—Access control tactics include: 
 Least privilege access—a user is given minimum levels of access or  

                 permissions needed to perform their job. (i.e. DNS Filter product) 
 Multifactor Authentication (MFA) 
 Contextual access—grant or deny access based on task, not necessarily 

based on the user’s role. (i.e. ThreatLocker product) 
 
Regular Software Updates and Patch Management—Left of Boom strategies 
include ensuring all software is regularly updated for security. 
 
Network Security and Firewalls—Firewalls act as the first line of defense 
against external threats. Install robust firewalls and intrusion detection/
prevention systems (i.e endpoint detection and response product (EDR). 
 
Regular Security Audits and Vulnerability Assessments—Conduct regular  
security audits and vulnerability assessments to identify potential weaknesses 
in your systems (i.e. penetration testing and risk assessments). 
 
Right of Boom: Recovery Strategies 
 
Incident Response Plan—Having a well-defined incident response plan in 
place is crucial. It should include things like: 
 Communication protocols 
 Containment procedures 
 Steps for recovery 
 IT contact numbers 

 
Data Backup and Disaster Recovery—Regularly backing up data is a vital 
component of Right of Boom. Another critical component is having a robust 
disaster recovery plan.  
 
Forensic Analysis and Learning—After a security breach, conduct a thorough 
forensic analysis. It’s essential to understand the nature of the attack, extent of 
the damage, and the vulnerabilities exploited.  
 
Legal and Regulatory Compliance—Navigating the legal and regulatory  
landscape after a breach is important.   
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Be READY this year by practicing 
emergency plans with your staff and 
family at home! 
 
Visit Ready.gov to learn about   
different types of disaster plans,  
including: 
 
1. What to do before, during and after a 
cyberattack.  
 
2. A pre-fillable family communication 
plan. 
 
3. ‘NetSmartz’ videos to teach children 
to be safer online with the goal of  
helping them become more aware of 
potential online risks and empowering 
them to help prevent victimization by 
making safer choices on– and offline. 
 
4. Including countless resources about: 
 
→ Emergency alerts 
→ Explosions 
→ Extreme heat 
→ Chemicals and hazardous materials 
→ Home fires 
→ Household chemical emergencies 
→ Home safety 
→ Radiation emergencies 
→ Severe weather 
→ Space weather 
→ Thunderstorms and lightening 
→ Wildfires 
→ Winter weather 
 
5. Review anchor pages: 
 
MAKE A PLAN 
 
GET INVOLVED 
 
READY BUSINESS 
 
READY KIDS 
 
Resolve to be ready for a cyberattack 
and other disasters at Ready.gov, an  
official website of the United States  
government. 
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    If you’re new here…we invite you to: 

   Scan To Sign Up For Our Weekly IT Security Tips 
    to receive timely and relevant cybersecurity tips and news via email  

    every week! 


